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~ | New Challenges to Keeping Networks Safe

« Unmanaged IT/IoT/OT devices
*  Misconfigurations
*  Vulnerabilities

+ Threat from unprotected branch sites

SANGFOR

Cyberattack-as-a-Service(Caas)
Over 450,000 new malware daily
Weaponized Al to target high-value

systems and deliver customized payloads

According to ISC?, 70% of organizations do
not have enough cybersecurity staff to
respond rapidly and accurately to security
threats

95% of cyber attacks traces to human errors
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| Approach to Security Challenges

_________________________________________________________________________________________

Al/ML/TI Technology

loT/OT Protection

Protect SD-WAN Edge

Intuitive Ul/Dashboard

Vulnerability Alarming

Detect Human Errors

Integrate with Endpoint

Integrate with Service(MDR)

Integrate with Cloud

(NS embiace ail approaches in one-stop?
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| Introducing Sangfor Network Secure Firewall SANGFOR

Evolving
_AN—
= N
« Engine Zero, Neural-X, NGWAF. «  World 1°"Cloud Deception Ready NGFW New Hardware & Performance boost
+ SoC lite + |oT/OT Security *  More stable experience
« XDDR 2.0 Framework + Secure SD-WAN * Adapts to complex networks
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Performance
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New Models With Boosted Performance

= SANGFOR

New Models | Old Models Firewall IPS/NGFW Threat Prevention IPsec VPN Hardware
Throughput (Enterprise Mix) | (Enterprise Mix) | (512 Byte Data) Specification
NSF-1050A-1 | M4500-F- 10Gbps 1.2Gbps 750Mbps 600Mbps Deskiop,
Single power supply
1U, 8 x UTP +

NSF-1100A-I MS5T100-F-I 20Gbps 2.8Gbps 1.3Gbps 1.5Gbps & 1 NIC slot,

M5200-F-| 1U, 16 x UTP + 6 x 10G SFP+
NSF-3100A-I M5300-F-| 30Gbps 5.0Gbps 3.2Gbps 3.5Gbps & 2 NIC slots, Dual power supply

M5500-F- 2U, 4 x UTP + 4 x SFP + 8 x 10G SFP+
NSF-7100A-I MB5600-E-| 70Gbps 16Gbps 12.5Gbps 10Gbps 2 4 INIE disfis, DU dewET SusEl

4/17/24

v Average 60% performance Increase

v 10G IPsec performance Ready
v" Higher RO

v More interfaces, especially 10G interfaces

v Expandable to support bigger NIC
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| New Appliances Preview —=) SANGFOR

NSF-1050A-I
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e SANGFOR

Breaking Innovation:
Cloud Deception in Firewall
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Pain Point: Responding to Lateral Movement Attacks SANGFOR

Common Ways to Protect Constrains

Implement segmentation, Requires complex policies and
lateral communication control possibly more investment

Requires strong security
Improve credential awareness training which may
management & use MFA not be effective enough as
credential leakage is growing

Attacker

Use advanced network
monitoring and analysis tools
to detect & respond to lateral

movement

High investment, difficult to
configure, requires expertise to
operate

« Lateral movement is a common method to penetrate systems
TETOHS I EATEIAS Complex, High Cost, Time-Consuming and

«  Atftacks start compromising less sensitive/secured machines and requires significant expertise

work up to invading core systems
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! Proactive Defense with Sangfor Network Secure SANGFOR

R, Mitigation (Auto/Manual)
ﬁr " . oction
- '\ Red“ec Cloud Decoys & Analysis

Hacker/Compromised Host

Simulated Listening IP:PORT
(Local Decoys)

Breach Decoys

b 4 . . . ==
Access Real Systems i [ Forward to Production Systems

Normal Log Production

Users System

' Security Response Team
’ \ Monitor & Respond

B 4/17/24 www.sangfor.com




| Exiremely Easy to Setup e SANGFOR

Sangfor Network Secure Set up trapping policy Check Log
Firewall with Internet (Decoy, Respond Rule) Auto/Manual Respond
Connection

3 Steps, 5 Minutes Configuration
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| Key Values

SANGFOR

[} i
Confuse Attackers

Deploy amé'coys to confuse attackers
from the, targets, buying time to protect
assets

Attacker’s “Fingerprint”

Build attacker fingerprint based on
analysis of attacker behavior to block
further attacks (location, social media,

etc.)

)

W

Locate the Source

- Cloud-based analysis engine identifies

the source of attack

©® 600.86

&

=

Stop Lateral Spread

® 80702

Fasf accurate response blocks
compromised hosts from attatking
. - others

k2
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===

Reduce Attack Surface of 1oT/OT
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! 10T/OT Security Risk SANGFOR

Lack of Visibility

Operational and facility loT devices are purchased by business units and IT may not be
aware of the deployment or usage.

* Network security breaches can easily infect loT devices.

« Some |loT/OT devices are supported remotely by vendor.

* |loT devices have multiple vulnerabilities with little or no patching done.

« Unable to detect malicious traffic inside remote connection.
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| Traditional loT Security Controls @ SANGFOR

Opfion ~ opfn2

Hardening the firmware with SDK NAC or NAC Like Solution Network Segmentation
or updates

NETWORK
ACCESS CONTROL
(NAC)

* Need vendor support « Focused on access level * Huge workload to plan &

« Patch not available control only |rT.1pIemen’r .

« Complex & time consuming « Cannot protect * High cost & long fimeline
compromised devices « Still does not solve issue of

Cannot guarantee stability SeereTiee s
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| Sangfor Network Secure with 1oT/OT Protection

Al based malware
inspection identifies new
threats quickly

loT fingerprint database

identifies loT assets accurately

Dedicated loT Vulnerability
Protection

* Weak password
+ lllegal access
» Botnet

* Access Control
« Whitelist/Blacklist

SANGFOR
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Brute-Force Attacks

| Stop Attacks Against loT Devices

Detect Weak Password
OWASP Vulnerability
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Malicious Behaviors
C&C Communication

SANGFOR
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Dedicated loT IPS
signatures

Audit the OT Protocols

(OPCDA, s7, s7-plus, MODBUS, IEC104, profinetlO,

DNP3, CIP etfc)
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| Easy to Start IoT/OT Protection SANGFOR

Cloud-Based
PMS, 0365 etc
 |dentify the IoT assets

/ * Filter virus, stop C2, Intrusion prevention
|
! » Deception Technology to protect loT

Deploy Network Secure as bypass/monitoring mode

» Core switch mirrors traffic to Network Secure
for detection, auditing

* Network Secure can send TCP reset to
terminate communications

* No impact to existing network
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e SANGFOR

Upgrade Security Operation
Experience
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! Improved Closed-Loop Integration with Sangfor @ SANGFOR
Endpoint Secure

Q
v
é

‘ One-click to terminate malicious processes

-
Threat intelligence via IP + AgentID makes it easy

o identify the real client in DHCP environment

One-click to start full/quick disk scan

© -
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One-click to terminate malicious process




Close-loop Tracking and Response @ SANGFOR

Clean Remaining
Threats

Display the agent ID together with IP address Start “Quick Scan”, “Full Scan”

4/17/24 www.sangfor.com 31



| Pain Point: Complex Access Conirol Policies

Policy 6: Temporary policy for troubleshooting

Policy 5: Finance wants to access xxxx for a few days

Policy 4: System team asks to open xxxx

Policy 3: Allow service Xxxxx

Policy 2: Allow application xxxx

Policy 1: Deny All

Random security policy requests

Misconfigurations

Temporary policies that are not
removed in fime

Taking over a firewall from the
previous admin

Eventually ending up with
hundreds of policies that are hard
to understand and manage

SANGFOR
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SOC Lite | Effortless Policy Optimization

Policy Optimizer Policy Change Tracking

block_proxy_app_test Details

Issue Details

FTP/FTP_HT.
NET c

Proxy W

4/17/24 www.sangfor.com Page 33



SANGFOR

More Features!
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Virtual Domain Support SANGFOR

Support for virtual Domains allows admin to define multiple virtual instances in single appliance.

Each virtual domain instance includes dedicated management panel, interfaces etc.

SOC Monitor Policies Objects Network ‘ !

public
System Management ddd
vdom

esource Usage efres vdom2
Add @R u Refresh dom2

No. Name Resource Description vdom3

Add Virtual System

Basics
Name: vDom4

Physical Interfaces
Description: Optional

Subinterfaces

VLAN Interfaces
Resource: Resource

4/17/24 www.sangfor.com 35 35



Improved HA SANGFOR

< | HA Policy Settings

Support BFD

«  More reliable failover mechanism

Improved Switch Over

+ Switchover without packet loss

Online Upgrade

« Upgrade major version does not require reconfiguring
HA

Vetual IP/Netmask

Supports multiple HA Modes

* A-Ain bridge mode with asymmetric routing support
* A-Ain router mode with asymmetric routing support

4/17/24 www.sangfor.com 36
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| Better Management Experience — SANGFOR

\—
Sending syslog to multiple Full CLI & API support, for
TLS 1.3 support for servers simultaneously. Supports Jumbo Frames improved command line-based
WebUI type of logs selection supported conftrol & 3@ party infegration
Y A1 - a
- /1 /1 -
‘ I
Seamless Language Out-of-band Support version
Switch with no downtime management upgrade roll
or loss of configuration (OOBM) over

Hundreds of Updates For You to Experience!
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| Internet Gateway

! Internet !
[ ]

« Enable Sangfor Engine Zero and Neural-X to get the
latest protections against new threats.

SANGFOR

Deploy Network Secure as HA pair to enhance
stability

« NGWAF for consolidated protection of Web
Applications

« Review Network Secure SoC Lite Module with
Sangfor experts regularly to resolve security events

+ Integrate with Sangfor Endpoint Secure to enhance
security response
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| 2nd_tier Firewall e SANGFOR

« “Defense in depth”. Having two firewalls adds
g g another layer to your security making it more
\ challenging for attackers to penetrate the network.

« APAC region is the top origin of cyber attacks. As a
leading security vendor in the region, Sangfor has
faster threat intelligence and more expertise to stop
threatfs.

« Deploy Sangfor Cloud Deception to proactively stop
lateral movement.

« Use the extremely easy Virtual Wire mode with built-in
hardware bypass for least effort deployment with
maximum stability
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| Secure SD-WAN SANGFOR

Central

HQ/Data Center Manager  Reduce TCO by replacing MPLS with
broadband Internet.
« BEST Path Selection guarantees optimal

Regional experience and business continuity.

HQ/Office

« Deploy full security control, access control and
bandwidth control at branch location to
reduce security risk and increase productivity.

g Network : Network
Secure Secure

Small Branch

« Centralized management with Zero-Touch
deployment simplifies daily operation and
reduces initial deployment cost.

e ey P [

Network Network Network Network
Secure Secure Secure Secure
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| Takeaways

@

Sangfor Network Secure is an evolution
of the Sangfor NGAF product line. Has
all the valued NGAF capabilities with

02

Most Important Changes
Significantly improved performance
World ‘s ONLY NGFW with Deception

Easy to start 1oT/OT protection

more exciting features. i
SD-WAN & SASE Integrafion

7

03 f‘

Sangfor Network Secure brings more stability Sangfor Nefwork Secure is your best
with simple & smooth management. choice to secure Internet access, key
Adaptable to any network environment business systems and branch sites.

SANGFOR
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SANGFOR

THANK YOU!

Maruli Tua Baja Sihotang _

maruli.bgja@festino.co.id

PT. Festino Indonesia
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